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DE-CONSTRUCTING CYBER RISK
Presented by: Sharon Scharf, VP Executive Risk
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CYBER RISK AND YOUR BUSINESS
A Look Back at 2021 and Predictions for 2022
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CYBER RISK – A LOOK BACK AT 2021 

• Colonial  Pipel ine- $4.4M paid to DarkSide ($2.3M 
recovered by the Dept .  of  Just ice)

• JBS USA - $11M in cryptocurrency paid to Revi l

• SolarWinds(Orion technology software)- more than 
18,000 organizat ions impacted

• Microsoft  Exchange Server /Microsoft  Out look Web 
Access (OWA) emai l  systems vulnerabi l i t ies

• Kaseya- Impacted 800 to 1500 customers

• Log4j  – current ly  being exploited
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CYBER RISK – PREDICTIONS FOR 2022

“Digita l  threats of  a l l  sorts are growing faster  than the 
capabi l i ty  to defend against  them. I f  past  is  prologue,  
2022 is  l ikely  to be a year  of  big hacks,  big threats and 
plenty more cr ises.” ¹

2022 started with the log4j  cr is is .  Per  Jen Easter ly,  
Director  of  CISA, “the most  ser ious vulnerabi l i ty  I  have 
seen in my decades- long career.”

¹ 202 The Cybersecurity, Washington Post, Joseph Marks
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CURRENT CYBER RISKS 

• Social  Engineer ing Fraud – phishing,  bait ing,  spoof ing 
and ta i lgat ing

• Fraudulent  Wire Transfer  Fraud

• Data Breaches due to third-party vendors

• Malware result ing in ransomware demands

• Distr ibuted denial -of -service (DDoS) at tacks

• Internet  of  Things ( IoT)   

• Ransomware-as-a-Service (RaaS)
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CONSTRUCTION INDUSTRY CYBER RISKS

• Level  of  cyber securi ty  and technology infrastructure

• Use of  new technologies,  ar t i f ic ia l  intel l igence,  IoT,  
drones

• Confident ia l  and proprietary information col lected,  
stored and shared with project  owners and project  
part ic ipants (vendors,  subcontractors,  etc . )

• Reliance on supply chain

• Business Interrupt ion

• Breach of  Intel lectual  Property
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HOW DO YOU PROTECT YOUR 
COMPANY FROM CYBER LOSS?
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RISK MANAGEMENT STRATEGIES

• Avoid – i f  a  r i sk  p resen ts  a  po ten t i a l  nega t i ve  consequence ,  you  
may  choose  to  avo id  those  consequences  by  s tepp ing  away  f rom 
the  ac t i v i t i es  o r  ca rve -ou t  t he  r i sks ,  t hus  avo id i ng  the  nega t i ve  
ou tcome .

• Control - i den t i f y  t he  r i sk ,  m in im i ze  the  po ten t i a l  f o r  l oss ,  
imp lemen t  p rocesses  to  m in im i ze  the  l oss  ra the r  t han  e l im ina te  i t .

• Retain- acknow ledge  the  poss ib i l i t y  o f  ce r ta i n  r i sks  and  e l ec t  t o  
accep t  t he  r i sk .

• Transfer- sh i f t  t he  bu rden  o f  t he  r i sk  consequence  to  ano the r  
pa r t y  i n  even t  some th ing  goes  w rong .  I nsu rance  as  an  examp le .
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HELP-ful Suggestions  

How –
• Es tab l i sh  good  cybe r  hyg iene  

• Implement Multi Factor Authentication (MFA) across the entire network
• Require strong passwords
• Regularly backup your data and store separately
• Ensure your software is up to date
• Encrypt sensitive data and laptops

• Es tab l i sh  a  cu l tu re  o f  secu r i t y,  eve ry  emp loyee  w i l l  be  you r  
f ron t l i ne  o f  de fense

• Educa te  you rse l f  abou t  cu r ren t  scams
• Eva lua te  you r  ex te rna l  ne two rk  p resence  th rough  Vu lne rab i l i t y  

Scans
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HELP-ful Suggestions 

Estab l ish-
• Dua l  con t ro l s  f o r  w i re  t rans fe rs  
• Requ i remen ts  tha t  any  changes  to  paymen t  i ns t ruc t i ons  a re  vo i ce -

ve r i f i ed  a t  a  p re -es tab l i shed  number
• P rocesses  to  l im i t  access  to  you r  compu te rs  and  ne twork  

componen ts  fo r  t hose  who  need  access
• P ro toco l s  to  imp lemen t  so f twa re  pa tches  as  soon  as  poss ib l e
• Secu r i t y  requ i remen ts  fo r  a l l  t h i rd -pa r t y  vendo rs ,  subcon t rac to rs
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HELP-ful Suggestions 

Leverage – resources ava i lab le  to  you.
• Ask  you r  bank  to  ass i s t  w i th  aud i t  and /o r  sugges t i ons  fo r  changes  

to  you r  w i re  t rans fe r  p ro toco l s
• Reques t  you r  Aud i t i ng  f i rm  pe r fo rm a  cybe r  aud i t
• U t i l i ze  the  f ree  resou rces  ava i l ab le  th rough  FTC,  SBA,C ISA
• I f  you  pu rchase  cybe r  i nsu rance  – u t i l i ze  the  f ree  (o r  d i scoun ted )  

se rv i ces  o f fe red  to  po l i cyho lde rs
• U t i l i ze  se rv i ces  o f fe red  by  you r  i nsu rance  b roke r
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HELP-ful Suggestions 

P lan-
• C rea te  a  cybe r  secu r i t y  p l an  tha t  ou t l i nes  the  s teps  to  be  taken  

a f te r  a  cybe r  even t  i s  d i scove red
• Ass ign  key  sen io r  manager (s )  respons ib l e  fo r  t he  c r i s i s  

managemen t  p l an
• Iden t i f y  i n te rna l  t eam members  
• Iden t i f y  key  ou ts i de  vendo rs  – l ega l  counse l ,  f o rens i cs ,  IT  

resou rces ,  cybe r  i nsu rance  resou rces
• Deve lop  you r  c r i s i s  managemen t  p l an
• Tes t  you r  c r i s i s  managemen t  p l an  th rough  “ tab le - top ”  s imu la t i on
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RESOURCES

• CYBERSECURITY AND INFRASTRUCTURE AGENCY (CISA) – THE BASICS FOR 
BUILDING A CULTURE OF CYBER READINESS CYBER ESSENTIALS TOOLKITS | 
CISA

• FEDERAL TRADE COMMISSION (FTC) BUSINESS CENTER | FEDERAL TRADE 
COMMISSION (FTC.GOV)

• INTERNET CRIME COMPLAINT CENTER (IC3) - INTERNET CRIME COMPLAINT 
CENTER(IC3) | HOME PAGE

• CSDZ – WWW.CSDZ.COM

• SHARON SCHARF - SSCHARF@CSDZ.COM
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https://www.cisa.gov/publication/cyber-essentials-toolkits
https://www.ftc.gov/tips-advice/business-center
https://www.ic3.gov/
http://www.csdz.com/
mailto:sscharf@csdz.com

